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INTRODUCTION

In the modern cybersecurity landscape, maintaining server privacy and minimizing the exposed attack
surface  is  paramount.  Shodan  is  often  described  as  the  "world's  first  search  engine  for  Internet-
connected devices." Unlike traditional web search engines such as Google or Bing that index website
content and URLs, Shodan actively scans the global IPv4 and IPv6 address space to index open ports,
services, banners, control systems, and connected hardware. While Shodan serves as a vital tool for
security researchers and administrators to audit their own external perimeter, it is equally accessible to
malicious  actors.  Threat  actors  continuously  query  Shodan to  identify  unpatched servers,  exposed
management  interfaces,  default  credentials,  and  vulnerable  service  banners  without  generating  a
single  packet  to  the  target  server.  This  guide  explores  the  technical  mechanisms  to  hide  your
infrastructure from automated scanners and build robust firewall filtering rules using  iptables and
ufw. 

LEARNING OBJECTIVES

By completing this technical guide, you will master the following security skills:

Analyze Scanning Mechanics: Understand how automated scanners like Shodan discover services
through banner grabbing, SYN probing, and SSL certificate parsing.

Implement Firewall Filtering: Construct and deploy strict packet-filtering rules using Linux 
iptables and ufw to block known scanner IP ranges.

Minimize Attack Surface: Apply service hardening techniques, such as disabling verbose server
tokens, altering standard ports, and using rate-limiting.

Deploy Advanced Obfuscation: Set up automated scanning countermeasures, IP drop automation,
and port-knocking defense mechanisms.

WHY SHOULD WE HIDE OUR SERVERS FROM SHODAN BROWSERS?

In contemporary cloud and enterprise environments, exposing server infrastructure directly to public
search  indexes  poses  a  severe,  systemic  security  risk.  Automated  search  engines  like  Shodan
systematically map the internet by probing IP addresses 24/7, creating an easily queryable blueprint of
your  organization's  digital  footprint.  When  server  details—such  as  running  services,  open  ports,
operational software versions, and cryptographic certificates—are publicly cataloged, threat actors no
longer need to perform noisy, detectable network scans to locate high-value targets. Furthermore, the
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threat landscape operates at machine speed. As soon as a fresh security flaw or Zero-Day exploit is
publicly disclosed, malicious groups construct specialized search queries targeting specific software
banners indexed within Shodan. By leveraging this centralized database, attackers can rapidly compile
a global hit list of vulnerable systems within minutes of a vulnerability's publication. Protecting your
servers from being indexed is essentially a race against automated exploitation script execution. 

Ultimately, hiding your infrastructure enforces the core principle of defense-in-depth and operational
privacy. Securing your perimeter against automated indexers significantly reduces your attack surface,
mitigates unauthorized access attempts on administrative portals, and strips attackers of their most
effective  passive  intelligence  gathering  platform.  Obfuscating  your  servers  ensures  that  your
infrastructure remains invisible to mass exploitation sweeps and opportunistic cyber threats. 

Elimination of Passive Reconnaissance: Attackers perform passive reconnaissance by querying
Shodan’s database rather than your infrastructure directly. Because this lookup touches Shodan’s
data,  your  Intrusion Detection Systems (IDS)  and Security  Information and Event  Management
(SIEM) solutions register  zero alerts.  Concealing your servers  forces attackers to execute active
direct scans, instantly triggering your security monitoring tools and firewall defenses.

Prevention of Zero-Day & Rapid Exploitation: When critical vulnerabilities are disclosed, exploit
scripts  are immediately  paired with targeted Shodan queries (e.g.,  filtering for  specific Apache,
Nginx, or OpenSSH banner strings). If your server banner is publicly indexed, your systems become
immediate automated targets before your team has time to evaluate,  test,  and apply software
patches.

Protection of Management & Administrative Interfaces: Unintentional or legacy exposure of
critical  management  interfaces—such  as  SSH  (port  22),  RDP  (port  3389),  database  engines,  or
hardware-level  IPMI/iLO  interfaces—serves  as  a  primary  initial  access  vector  for  ransomware
operators. Obfuscating these services ensures they are shielded from mass credential stuffing and
automated brute-force attacks.

Mitigation  of  Targeted  DDoS  &  Botnet  Probing: Automated  botnet  operators  continuously
harvest target lists from Shodan to recruit vulnerable nodes (such as exposed Elasticsearch, Redis,
or Memcached instances for reflection/amplification attacks). Shielding these ports prevents your
infrastructure  from  being  co-opted  into  malicious  bot  networks  or  targeted  in  large-scale
Distributed Denial of Service (DDoS) campaigns.

HOW SHODAN SCANNERS DETECT SERVERS

To effectively defend server infrastructure against Shodan, security administrators must thoroughly
understand its underlying discovery and scanning methodology. Shodan does not rely on traditional
web crawlers or  domain-name indexing;  instead,  it  operates a globally  distributed fleet  of  scanner
nodes located across various hosting providers  and IP ranges.  These crawlers  execute continuous,
asynchronous port sweeps across the entire public IPv4 space—and expanding sections of IPv6—to
identify  active  hosts  and exposed network  services.  The discovery  process  begins  with  broad port
probing using highly optimized TCP/UDP packets designed to solicit immediate responses from target
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IP addresses.  When a port  is  identified as open,  Shodan’s  scanning engine initiates a  full  protocol
handshake to interact directly with the listening service. Rather than simply noting port availability, the
crawler queries the application layer to collect raw data, configurations, and metadata provided by the
host during standard connection initialization. 

In addition to raw network banner grabbing, Shodan leverages advanced cryptographic scraping and
protocol-specific payload delivery to map complex infrastructures.  By capturing TLS/SSL certificates,
domain  names,  and  specialized  industrial  or  cloud  protocols  (such  as  Modbus,  MQTT,  or  SNMP),
Shodan builds a deep contextual profile for each host. This multi-layered detection strategy enables
Shodan to correlate isolated IP addresses with internal domain hostnames, hardware vendors, and
specific software builds without needing prior authorization or DNS records. 

1.  Full  IPv4 Range Probing & SYN Scanning: Shodan’s  distributed crawlers  continuously  send
rapid TCP and UDP SYN packets across the entire public IP spectrum, probing standard and non-
standard  ports  ranging  from  1  to  65535.  This  low-level  packet  interaction  measures  port
responsiveness to determine whether a target port status is open, closed, or filtered by perimeter
security devices.

2. Service Banner Grabbing & Protocol Interrogation: Once an open port is detected, the crawler
completes a full TCP handshake and issues specific protocol greetings or HTTP GET requests. The
service responds by transmitting its application banner, exposing software identifiers, exact version
numbers, operating system builds, and enabled modules (e.g., HTTP/1.1 200 OK Server: nginx/
1.18.0  or SSH-2.0-OpenSSH_8.2p1 ).

3. TLS/SSL Certificate Scraping & Domain Correlation: For encrypted services, Shodan executes a
TLS handshake to extract the complete public SSL certificate chain. By parsing metadata fields such
as Common Names (CN) and Subject Alternative Names (SAN), the crawler correlates IP addresses
with domain hostnames, subdomains, and internal naming schemes—even when direct web access
is restricted or hidden behind custom host headers.

4. Protocol-Specific Payload Queries & Device Profiling: Shodan transmits tailored application-
layer  payloads  targeting  specialized  protocols  including  HTTP,  SNMP,  RTSP,  Redis,  and  MQTT.
Analyzing  the  structured  responses  allows  Shodan  to  index  precise  hardware  device  models,
embedded  firmware  versions,  geographical  coordinates,  default  administrative  settings,  and
system configuration leaks.

BLOCKING SHODAN SCANS WITH A FIREWALL (IPTABLES / UFW)

1. UFW (Uncomplicated Firewall) Implementation

Block known Shodan crawler IP subnets directly using UFW rules:
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# Block specific known Shodan scanner IP blocks

sudo ufw deny from 185.220.101.0/24 to any comment 'Block Shodan Scanner Subnet'

sudo ufw deny from 198.20.69.0/24 to any comment 'Block Shodan Scanner Subnet'

sudo ufw deny from 209.126.110.0/24 to any comment 'Block Shodan Scanner Subnet'

# Enable UFW logging and reload rules

sudo ufw logging on

sudo ufw reload

2. Direct iptables Rules and Rate Limiting

Deploy low-level iptables drop rules to silently discard incoming SYN packets from scanning subnets
and apply rate-limiting:

# Drop connections from known scanner subnets silently (No ICMP reply)

sudo iptables -A INPUT -s 185.220.101.0/24 -j DROP

sudo iptables -A INPUT -s 198.20.69.0/24 -j DROP

# Rate-limit new incoming TCP SYN connections to mitigate port scanning

sudo iptables -A INPUT -p tcp --syn -m conntrack --ctstate NEW -m limit --limit 2/s 

--limit-burst 4 -j ACCEPT

sudo iptables -A INPUT -p tcp --syn -m conntrack --ctstate NEW -j DROP

# Save iptables configuration

sudo iptables-save | sudo tee /etc/iptables/rules.v4

3. Banner Obfuscation & Service Hardening

Prevent Shodan from collecting specific service versions by suppressing server tokens in web servers:

# For Nginx (/etc/nginx/nginx.conf)

server_tokens off;

# For Apache (/etc/apache2/conf-enabled/security.conf)

ServerTokens Prod

ServerSignature Off

CONCLUSION

Achieving complete isolation from automated internet search engines like Shodan is a fundamental
pillar of modern defense-in-depth security architecture. As automated scanners continuously harvest
network telemetry across the global IP space, relying on security through obscurity is no longer a viable
strategy.  Security  administrators  must  proactively  minimize  public  exposure  by  establishing  strict
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perimeter controls, eliminating unneeded public services, and treating every public IP address as an
actively targeted entry point. 

Building a resilient defense requires a combination of technical controls, including strict iptables and
ufw packet  filtering,  rate  limiting,  and  banner  obfuscation.  Suppressing  application  server  tokens,
shifting  management  portals  to  non-standard  ports,  and  encapsulating  sensitive  services  behind
encrypted VPN tunnels or reverse proxies effectively strips Shodan’s ability to map software builds and
system  configurations.  These  proactive  steps  ensure  that  automated  sweeps  yield  no  meaningful
reconnaissance data to potential adversaries. 

Ultimately, denying Shodan access to your server infrastructure shifts the operational advantage back
to your security team. By stripping threat actors of passive intelligence gathering platforms, you force
them  to  perform  direct,  active  network  probing—which  immediately  triggers  intrusion  detection
systems, log monitors,  and automated firewall  countermeasures.  Implementing these multi-layered
defense techniques ensures your critical systems remain hidden, secure, and resilient against mass
automated cyber attacks. 

denizhalil.com | Cyber Security Research 5


	Hiding Your Servers From Shodan Browsers And Creating Firewall Rules
	Introduction
	Learning Objectives
	Why should we hide our servers from Shodan browsers?
	How Shodan Scanners Detect Servers
	Blocking Shodan Scans with a Firewall (iptables / ufw)
	Conclusion


