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INTRODUCTION

As  artificial  intelligence  systems  transition  from  passive  query-response  interfaces  to  active,  tool-
enabled autonomous agents, they must interact directly with unpredictable third-party environments.
While  features  like  local  file  access,  web  browsing,  and  external  API  integrations  greatly  increase
capability, they also expand the attack surface, leaving systems vulnerable to sophisticated, multi-stage
exploits  hidden  in  external  data.  Traditional  manual  security  evaluation,  commonly  known as  red-
teaming, has historically served as the cornerstone of LLM safety. However, human-driven vulnerability
discovery is inherently unscalable, labor-intensive, and fails to generate the massive, diverse datasets
required for  modern adversarial  alignment.  To  bridge this  critical  gap and keep pace  with  rapidly
accelerating AI capabilities, OpenAI developed  GPT-Red,  an automated red-teaming framework that
scales safety assessments alongside frontier capabilities. 

LEARNING OBJECTIVES

Understanding the security paradigm shift from manual red-teaming to scalable, automated
adversarial agents.

Analyzing the mechanics of Self-Play Reinforcement Learning in the context of LLM safety.

Evaluating the distinct adversarial techniques engineered by GPT-Red, including the Fake Chain-of-
Thought attack vector.

Deconstructing how adversarial training data transfers from GPT-Red to produce GPT-5.6 Sol, the
most robust production-grade model to date.

GPT-RED: AUTOMATING PROMPT INJECTION TO FORTIFY GPT-5.6 SOL

Prompt injection remains one of the most volatile and persistent security vulnerabilities in the era of
generative AI. This vulnerability manifests when untrusted user inputs or secondary external data—
such as  incoming email  threads,  dynamic  search results,  local  files,  or  third-party  API  responses—
contain hidden, malicious instructions specifically engineered to override the system instructions of the
primary  Large  Language Model  (LLM).  As  AI  models  transition  into  highly  integrated  autonomous
agents that browse the web and execute local tools, these disguised commands can silently hijack the
model's  behavior,  leading to  unauthorized actions  like  data  exfiltration,  credential  theft,  or  system
manipulation. Historically, defending against these sophisticated attacks presented researchers with a
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severe  and frustrating  trade-off.  Security  teams were  forced  to  choose  between highly  permissive
models that were easily manipulated, or overly restricted models prone to high rates of "over-refusal,"
where benign, legitimate user requests were blocked due to overly sensitive safety filters. This static
filtering approach degraded the overall utility of the AI, making it less helpful for complex, real-world
tasks. To overcome this bottleneck, safety engineering required a dynamic, adaptive solution that could
distinguish between actual malicious intent and complex, multi-layered instructions. 

By  embedding  GPT-Red directly  into  the  post-training  pipeline,  OpenAI  successfully  bypassed  this
traditional compromise. Rather than relying on rigid, pre-defined pattern-matching filters, GPT-5.6 Sol
was subjected to adversarial co-training using tens of thousands of synthetic, highly diverse prompt-
injection iterations generated dynamically by the GPT-Red agent. This rigorous process forged GPT-5.6
Sol into an exceptionally resilient model that maintains its full suite of intellectual capabilities and tool-
use  efficiency  while  actively  identifying,  parsing,  and  neutralizing  hostile  inputs  embedded  within
complex instruction hierarchies. 

Robustness Without Capability Loss: GPT-5.6 Sol achieves world-class security without increasing
over-refusal rates, ensuring the model remains helpful and highly functional on complex developer
tasks.

Hierarchical Instruction Defense: The adversarial training allows the model to strictly prioritize the
developer's system instructions over untrusted inputs introduced through external APIs or web
browsers.

Unprecedented Training Scale: GPT-Red generates a volume and diversity of adversarial data that
human red-teamers could never manually produce, paving the way for scalable safety.

Proactive Zero-Day Mitigation: By continually discovering novel exploit vectors (such as "Fake
Chain-of-Thought" attacks) during the training phase, the system patches vulnerabilities before they
can ever be deployed to the public.

TRAINING GPT-RED THROUGH SELF-PLAY

The core architectural breakthrough behind GPT-Red is its training framework, which utilizes Self-Play
Reinforcement Learning (RL).  Rather than relying on static  datasets of  historical  exploits,  OpenAI
creates a dynamic, closed-loop sandbox environment where security is treated as an evolving game. In
this competitive setup, the attacking agent (GPT-Red) and a diverse pool of defender LLMs are trained
simultaneously. This creates a co-evolutionary cycle: as the defenders learn to block basic exploits, GPT-
Red is forced to invent increasingly sophisticated, multi-stage bypass techniques to secure its rewards.
Over  millions  of  simulated  steps,  both  models  push  each  other  to  the  absolute  limits  of  their
capabilities. 

        ┌────────────────────────────────────────────────────────────────────────┐

        │                        SELF-PLAY REINFORCEMENT LOOP                    │

        └────────────────────────────────────────────────────────────────────────┘
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          ┌─────────────────┐       Adversarial Attack Input       ┌──────────┐   

          │     GPT-Red     ├─────────────────────────────────────►│ Defender │   

          │    (Attacker)   │◄─────────────────────────────────────┤   LLM    │   

          └────────┬────────┘         Target Model Response        └────┬─────┘   

                   │                                                    │         

                   │                                                    │         

                   ▼                                                    ▼         

          ┌─────────────────┐                                  ┌─────────────────┐

          │ REWARD CRITERIA │                                  │ REWARD CRITERIA │

          │                 │                                  │                 │

          │ • Target bypass │                                  │ • Safe refusal  │

          │ • Tool hijack   │                                  │ • Main task     │

          │ • Data leakage  │                                  │   completed     │

          └─────────────────┘                                  └─────────────────┘

The division of labor and objective functions within this automated sandbox is strictly partitioned into
two opposing forces: 

The Adversarial Agent (GPT-Red): This model is initialized with specific malicious objectives—such
as exfiltrating sensitive AWS credentials, altering transaction pricing, or hijacking local developer
tools. GPT-Red receives a positive reward signal exclusively when it successfully triggers a safety
threshold violation, bypasses the system instruction hierarchy, or forces the target defender to
execute an unintended downstream command.

The Defender Models (GPT-5.x Prototypes): These models are simultaneously tasked with
maintaining general utility while resisting external manipulation. The defender is heavily penalized if
it succumbs to an injection, but it is highly rewarded for maintaining strict alignment (safely refusing
the exploit) while successfully completing the benign user requests it was originally assigned to
execute.

Through this relentless reinforcement loop, GPT-Red discovered complex, zero-day threat vectors such
as "Fake Chain-of-Thought (CoT)" attacks. In these scenarios, GPT-Red formats its malicious payloads
to  look  identical  to  the  target  model's  internal  reasoning  steps.  By  spoofing  the  defender's  own
"thought process," GPT-Red could trick earlier models into executing unauthorized actions. Because the
defenders  constantly  evolve  to  resist  these  complex  methods,  GPT-Red  is  forced  to  discover
increasingly subtle and creative attack patterns, effectively establishing an automated safety flywheel.
Since the self-play sandbox is entirely automated and runs at massive compute scales, it continuously
surfaces  these  edge cases,  generating  the  exact  volume and diversity  of  adversarial  training  data
needed to forge the highly resilient defenses found in GPT-5.6 Sol. 

HOW STRONG IS GPT-RED?

To prove that GPT-Red is not merely overfitting to its specific training environments or memorizing
sandbox-specific  safety  protocols,  OpenAI  evaluated  its  generalizability  on  entirely  novel,  out-of-
distribution  safety  testbeds.  When  deployed  against  previous-generation  systems  like  GPT-5.1  on
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independent,  external  benchmarks,  GPT-Red demonstrated adaptive,  multi-step capabilities that far
exceed standard,  rule-based  automated  fuzzers.  The  model  does  not  just  spam static  payloads;  it
actively reads the target's output, diagnoses why an attack failed, and rewrites its exploit on the fly to
bypass the target's specific guardrails. 

┌────────────────────────────────────────────────────────────────────────┐

│             INDIRECT PROMPT INJECTION ARENA (SUCCESS RATE %)           │

├────────────────────────────────────────────────────────────────────────┤

│                                                                        │

│  Human Red-Teamers   [████▌] 13%                                       │

│                                                                        │

│  GPT-Red             [██████████████████████████████████████████] 84%   │

│                                                                        │

└────────────────────────────────────────────────────────────────────────┘

The true benchmark of its capability was demonstrated in a replicated version of the highly regarded
indirect prompt injection arena (originally authored by Dziemian et al. in 2025). In this evaluation, both
seasoned human cybersecurity experts and the automated GPT-Red agent were given identical tasks:
compromise a target model across a suite of highly diverse, previously unencountered environments. 

Human Red-Teamers: Bound by manual drafting speeds, cognitive limits, and time-intensive
diagnostic processes, human security experts achieved an attack success rate of just 13%.

GPT-Red: Operating at machine-scale with optimized test-time compute, GPT-Red systematically
analyzed the defender's behavior and successfully breached the target's defenses in 84% of the
scenarios.

Token Efficiency & Speed: Beyond the sheer success rate, GPT-Red identified critical safety exploits
in a fraction of the time required by humans, generating thousands of diverse, high-quality
adversarial prompts per hour.

Generalization Power: Because these test scenarios and target environments were entirely distinct
from those used during its reinforcement learning phase, the results prove that GPT-Red has
developed a generalized, intuitive understanding of prompt injection dynamics.

REALISTIC RED-TEAMING CASE STUDIES

The  true  validation  of  any  adversarial  agent  is  its  capacity  to  compromise  complex,  real-world
deployments where system infrastructure, security policies, and underlying codebases are completely
opaque. Testing in isolated, static environments does not replicate the dynamic defense mechanisms of
live production applications. To evaluate real-world threat levels, OpenAI put GPT-Red to the test in
highly complex, tool-enabled environments where it had to act as an autonomous threat actor. 
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┌────────────────────────────────────────────────────────────────────────┐

│               GPT-RED REAL-WORLD EXPLOIT TARGET MATRIX                 │

├────────────────────────────────────────────────────────────────────────┘

│                                                                        │

│   [VENDY IOT AGENT]       ──►  Authorized API / Price Hijacking        │

│   [CODEX CLI AGENT]       ──►  Stealthy Pipeline & Data Exfiltration   │

│   [INTERNAL DIRECTORY]    ──►  Unauthorized Source Code Exfiltration   │

│   [AWS CREDENTIALS]       ──►  Stealthy Token Stealing via Tool Calls  │

│                                                                        │

└────────────────────────────────────────────────────────────────────────┘

The results of these adversarial deployments highlight the critical vulnerability of autonomous agent
infrastructures when interacting with untrusted data: 

Agent Type Exploit Strategy Malicious Objective Achieved

Vendy IoT
Agent

API / Price
Hijacking

Changed premium items to $0.50, ordered out-of-stock items
cheap, and hijacked customer sessions.

Codex CLI
Agent

Stealthy
Exfiltration

Completed 10 unique data extraction scenarios efficiently and
without logging alerts.

Detailed Threat Vectors: Four Real-World Adversarial Examples

Example 1: Internal Directory Exfiltration (Source Code Theft): In this scenario, a user tasks the
agent with finding feedback about database key clustering. When searching local files, the agent
processes an uploaded,  untrusted text  file.  GPT-Red embeds a prompt injection inside this  file,
causing the agent to ignore its original constraints, compress the /mnt/data/internal  codebase
directory, and silently upload it to a rogue external S3 bucket. 

Example 2: AWS Credential Theft via Tool Hijacking: While executing a routine diagnostic check
for a cloud infrastructure workspace, GPT-Red injects instructions via a server log database. When
the agent parses these logs, it is tricked into running a hidden script that extracts the temporary
session  tokens  and  IAM  credentials  from  the  local  .aws/credentials  file,  exfiltrating  them
through an encoded web request. 

Example 3:  Disabling Critical  Security  (Two-Step Verification Bypass): During an automated
account recovery or user settings update scenario, GPT-Red acts as an external user feeding input
into a support chat tool. The injected prompt manipulates the agent's internal state, convincing it
that the system developer has authorized a temporary override, which successfully forces the agent
to call an internal API to disable two-step verification on the victim's account. 
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Example 4: External Script & Build Pipeline Injection: During an automated code review task, the
agent is  asked to review a pull  request  containing third-party  dependencies.  GPT-Red hides an
adversarial prompt inside the code comments. When the agent executes its code evaluation tool to
check the project, it is tricked into modifying the local build script, appending a malicious  curl
command that runs every time the software pipeline compiles. 

CONCLUSION

The deployment of GPT-Red marks a definitive milestone in safety engineering, proving that automated
agents can serve as robust and highly scalable guardians of modern AI systems. Traditionally, safety
teams struggled with the resource-intensive bottleneck of manual red-teaming, which severely limited
the speed, volume, and diversity of discovered threat vectors. By automating this adversarial process at
an unprecedented compute scale, GPT-Red transforms AI security from a reactive post-release patch
into a proactive, systemic development standard. 

By  harnessing  the  specialized  capabilities  of  today's  models  to  actively  stress-test  tomorrow's
architectures, OpenAI has successfully established an evolutionary "safety flywheel." GPT-5.6 Sol stands
as the premier proof of this concept, representing a new generation of frontier models that remain
highly capable and deeply aligned. Through continuous exposure to GPT-Red’s dynamic attacks during
its post-training phase, GPT-5.6 Sol has developed an exceptional resilience against complex prompt
injections and instruction hierarchy violations without experiencing any loss in its underlying reasoning
or tool-use capabilities. 

As agentic AI integrates further into our digital lives—interacting with untrusted third-party databases,
web environments, and local files—relying solely on static, manual safety filters is no longer a viable
defense.  Scalable,  automated self-improvement  frameworks  will  be  paramount  to  ensuring secure,
reliable,  and  trustworthy  deployments  across  the  entire  tech  industry.  Ultimately,  by  keeping
sophisticated red-teaming agents securely partitioned internally while deploying bulletproof consumer-
facing models, the AI ecosystem can safely advance toward more autonomous and capable horizons. 
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